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Executive summary

This site is mostly readable by Al tools, with a few improvements still recommended. Key
strengths include Al guidance file and plain-text page access, while homepage access and
crawler policy need attention. Recommended next step: review Al crawler Disallow rules and
keep only the paths that should be excluded from Al crawler access; serve a non-empty HTML
homepage with a canonical link tag.

Recommended next step

1. Review Al crawler Disallow rules and keep only the paths that should be excluded from
Al crawler access; serve a non-empty HTML homepage with a canonical link tag.

2. Fix robots.txt syntax issues so each rule uses Field: value format, directives appear
under a User-agent, and Sitemap entries use absolute URLS.

3. Shorten the meta description to 160 characters or fewer. Add missing semantic
elements: article.

Signal breakdown

Crawlability Warn 10/ 20

Review Al crawler Disallow rules and keep only the paths that should be excluded
from Al crawler access; serve a non-empty HTML homepage with a canonical link tag.

Robots.txt Vr n 7.5/ 15

Fix robots.txt syntax issues so each rule uses Field: value format, directives
appear under a User-agent, and Sitemap entries use absolute URLs.

[Ims.txt Pass 15/ 15

The lims.txt file was found and includes the expected text, length, heading, and
URL signals.
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Sitemap Pass  10/10

The sitemap.xml file is valid and contains URL entries.

Markdown support Pass  15/15

The homepage returns markdown content when requested with Accept: text/markdown,
giving Al systems a cleaner text representation with less navigation chrome to
parse.

Semantic HTML Var n 7.1/ 10

Shorten the meta description to 160 characters or fewer. Add missing semantic
elements: article.

Structured data Pass 10/ 10

Valid JSON-LD structured data was found with core Organization or WebSite
schema.org types.

Content signals Pass 5/5

Consider adding Content-Signal HTTP header, Al-specific head meta tags, robots
noai/noimageai directive so Al systems can consistently discover content usage
preferences across robots.txt, HTTP headers, and HTML metadata.
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Suggested fixes

[Ims.txt

MARKDOWN
# ZerolLeaks - Al Red Teaming & Pronpt |njection Testing

> ZerolLeaks hel ps teans test Al systens for pronpt injection, pronpt
extraction, tool abuse, and agent security vulnerabilities with automated
red-team scans and renedi ati on reports.

This Il nms.txt file summari zes the public, canonical resources that Al
assistants and crawl ers should use to understand this site.

## Site Overview

- Canonical URL: https://zerol eaks. ai/

- Site type: organization

- Recommended sunmary: ZerolLeaks hel ps teans test Al systens for pronpt
injection, pronpt extraction, tool abuse, and agent security vulnerabilities
with autonmated red-team scans and renedi ati on reports.

## Core URLs

- [ Honepage] (https://zeroleaks.ai/): Primary public entry point and

canoni cal site overview

- [Docs] (https://zerol eaks. ai / docs): Docunentation and i npl enentation

gui dance for the site.

- [Blog] (https://zerol eaks. ai /bl og): Editorial updates, announcenents, and
current context.

CohEPRLBG! ) A st (f PetehfakspBl{ contact): Support, help, and cont act
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robots.txt additions

TXT

# robots.txt additions
# Copy these blocks into the existing robots.txt file. Keep current rules
unl ess a note calls out a conflicting Disallow.

# Al craw er access

# Add explicit Allow rules for blocked Al craw ers; renmove or narrow
conflicting Disallow  rules if your crawl er target requires precedence.
User - agent: GPTBot

Al low [/

User - agent: Chat GPT- User
Al ow. /

User - agent: C audeBot
Al ow. /

User-agent: C aude- Wb
Al ow. /

User - agent: Perpl exityBot
Al ow. /

User - agent: Googl e- Ext ended
Al ow. /

toft AALebat R PHEIADFE scan report. ..

schema.json

JSON

{

"@ontext": "https://schena.org",

"@raph": [

{

"@ype": "Organization",

"@d": "https://zerol eaks. ai / #or gani zati on",

"name": "ZerolLeaks - Al Red Team ng & Pronpt |njection Testing",
"description": "ZerolLeaks hel ps teans test Al systens for pronpt injection,

pronpt extraction, tool abuse, and agent security vulnerabilities with
aut omat ed red-team scans and renedi ation reports.",

"url": "https://zerol eaks.ai/",

"l ogo": "https://zerol eaks. ai /| ogo. svg",

"sameAs": [

"https://github. com x1xhl ol / syst em pr onpt s- and- nodel s- of - ai -t ool s",
"https://github. com Zer oLeaks/ zer ol eaks",

"https://x.conm Zer oLeaks"

]
IE
{
"@ype": "WebSite",

"@d": "https://zerol eaks. ai / #website",

"name": "ZerolLeaks - Al Red Team ng & Pronpt |njection Testing",
"description": "ZerolLeaks hel ps teans test Al systens for pronpt injection,

pronpt extraction, tool abuse, and agent security vulnerabilities with
aut omat ed red-team scans and renedi ation reports.",

Rt hueBt RSt he2BLPI e8Kan3t bport . . .
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Content-Signal

TXT
# Content-Si gnal recomendati ons

Use these directives to nake Al -use preferences explicit for conpliant
crawm ers and Al systens. They are advisory signals, so keep them aligned
with robots.txt, terns, and access controls.

## Reconmended val ues

- ai-train=no: Al nodel training, fine-tuning, and dataset creation.

- search=yes: Al search indexing, snippets, and di scovery.

- ai-input=yes: Al answer grounding, retrieval, and generated-response
cont ext .

## HTTP response header

““Chttp

Cont ent - Si gnal : ai-trai n=no, search=yes, ai-input=yes
Cont ent - Usage: train-ai=n

I

Best for site-wi de or route-specific policies because the signal travels
with every response, including pages that Al systens fetch directly.

## HTML nmeta tag alternatives

60 RGEE 1 RSLAE F0P 9QEURPPLporPead>" When server headers are not

Full report

https://www.lImscan.dev/scan/UG6IgMI-Bni8IBAGBYwKx
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